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Scope

This document sets out the procedures to follow when collecting clinical information, still and video

images of patients and the data associated with these for inclusion in e -Learni ng for Healthcar e (e -
LfH) educational material.
The policy is derived from the current legal requirements and recommended good practice guidance
23 The policy on consent for the use of images and data has been endorsed by PIAG (the Patient
Information  Advisory Group: Oct 2007) and must be strictly adhered to when selecting images for
teaching, learning and assessment, and for external public -facing materials.
Sections
The policy is divided into two sections:
Section 1 Consent for images and data
Section 2 Consent for case histories and clinical information
Definitions
Anonymisation
1 Anonymisation 1 the removal of identifying marks which might identify the individual to
someone else. NB Self -identification is not a breach of confidentiality.
Access
1 Controlled/restricted access i the system of access to material that will be used in clinical
education and assessment, on a secure restricted network.
1 Open/unrestricted/ wider access i the system of access to material that will be used in
external public -facing education material
Data
1 Non-image data such as the results of clinical investigations, for example ECG, blood
results, lung function tests
1 Meta-tag Data 1 information collected with the image to enable cataloguing and searching
Image
1 Image i astill orvideo representation of a person or part of a person.
Images sub -divide into:
a. External images 1 images of a whole person or of the body surface, such as a knee,

eye or skin lesion and
b. Internalimages 1 images that do not show the body surface. These include:
1 X-rays and other imaging such as MRI, ultrasound

1 Organs and tissues (macroscopic), including internal videos such as

endoscopy
1 Microscopic images e.g. photomicrographs or scanned slides

Clinical information

1 The narrative elements of clinical medi cine from a case history and the conclusions from

clinical examinations.

! General Medical Council (May 2002). Making and Using Visual and Audio Recordings of Patise¢sAppendix 4

2 Human Tissue Authority: Human Tissue Act 2004; HTA Code of Practice (July 2G@%) Appendix 3
% Data Protection Act (1998)



e-LfH Image Us e and Consent Policy

Dissemination

1 Restricted dissemination - material that will only be used in clinical education and assessment
on a secure restricted network
1 Wider/unrestricted/open dissemination T material that will be used in public -facing education

materials or published on the Internet.

Patient consent
T This may be given by the patient or by the patient
accordance with GMC guidelines I see Appendix 4. The terms o&épatient consent
are used for simplicity throughout most of this document.
1 All such consent must be informed consent.
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SECTION 1: Consent for still and video images, data, results,
investigations

Data, Results and Investigations

It will be observed later that the Patient Information Advisory Group (PIAG) has given clearance for
unrestricted dissemination by e -LfH of non -image based investigations (such as ECGs and blood
results) that have had patient identifiers removed or that are inher ently anonymous. It is expected
that these limitations (identifiers removed or inherent anonymity) will be observed in all such

material submitted toe  -LfH.

Images
Principles
a) From 12" May 2009 , patient consent must be obtained for the use of all imag es, except under
c i-iii below.

b) e-LfH consent forms are at Appendix 1. The signed consent form must be completed and filed
in the patientds case record. A unique identifier
and this number, together with the typ e of consent given, must be supplied with the image.
The following criteria must be followed when seeking consent from the patient (or their
representative where appropriate in accordance with GMC guidelines T see Appendix 4)

1 the person taking the consent must ensure the patient or their representative understands
all the points detailed within the introductory notes of the relevant e -LfH consent form

1 the patient or their representative clearly understands the difference between restricted

educational use and open publication use

the consent should be obtained in accordance with guidelines (see Appendix 4)

the patient or their representative must be given a copy of their unique identifier number,

enabling them to withdraw consent at a later date

f
f

¢) PIAG ha s agreed that consent is not required for:

i) anonymised images held in historical archives that were obtained without consent,
provided the image will only be used for the purpose of clinical education and training and
accessed throughthee -Lf HOs s eocessicantroled website. These images must not be
used for wider dissemination.

ii) internal images that are anonymised or inherently anonymous. These images can be used
for clinical education and assessment via the access -controlled website.

iii) non image based investigations such as ECGs and blood results that have had patient
identifiers removed or that are inherently anonymous. These data can be used for
controlled access and for wider dissemination.

d) Wider dissemination - public facing images:
1 Only anonymised images with recorded patient consent should be used

“ except where ne images are difficult or impossible to obtain e.g. smallpox (PIAG 2007). Proposed images in this category
must be referred to thelearning Content Advisory Group.
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e) The Human Tissue Authority (HTA) Code of Practice on consent for the removal, storage and
use of human tissue must be followed (Appendix 3). Consent is not required for unidentifiab le
images taken from pathology slides or internal organs. National consent forms for Post
Mortems and good practice guidance from the Royal College of Pathologists cover images
taken in the Post - Mortem situation.

f) GMC guidelines must be followed when t aking visual and audio recordings for e -LfH use
(Appendix 4).

Image categorisation
All images that are used in teaching material will be allocated a unique identifier number at the
time the patient consent is taken and only the anonymised images and rele vant (non -personal)
meta data will be available to e -LfH.

The image itself will hold no patient identifiable information but will be irrevocably tagged with
digital data to ensure that they can always be uniquely and unambiguously identified. The only
source of patient identifiable information will be the consent form recording the permission for the

collection, storage and use of each image. This consen
record.

Images will be categorised according to their degree of anonymisation and consent as follows:

Category 1: Anonymised image with consent for controlled access only (Consent Form 1,

Consent type A only)

Category 2: Anonymised image with consent for controlled access and wider dissemination
(Consent F orm 1, Consent type A and Consent type B)

Category 3: Internal image, inherently anonymous (consent not required) for controlled
access only

Category 4: Archival image with no consent, for controlled access only

Category 5: Anonymised archival image wit h no consent, involving an exceptional case for
public -facing education. An image can only be classed as category 5 after
referral to the  e-learning Content Advisory Group (Appendix 2)

Category 6: Potentially identifiable or identifiable images with cons ent for controlled access

only (Consent Forms 2 or 3)

Category 7: Anonymised non -image based investigation for controlled access and wider
dissemination

Category 8: Non-patientimage ( e.g. staff, buildings, equipment) for controlled access and
wider diss emination (Consent Form 4)

Anonymisation

1 Images are either inherently anonymous or potentially identifiable. All images and data must have
patient -identifiable information removed. If this process affects the educational value of the
image, so that an im  age or resource cannot be made anonymous, explicit consent must be
obtained for the use of the identifiable image.

1 Before the image enters the e -LfH image library, all non  -clinical patient identifiable information
must be removed from the file ( e.g. hospi tal number on the image or in the DICOM header etc). If
the clinical information in the image was believed by the submitting author to be potentially
identifiable (i.e. consent form 2 or 3 has been completed), the image must be subject to peer -
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reviewbya second clinician, applying o6clinical judgement v
adequacy of anonymisation.

1 Anonymisation must be very effective, particularly for material intended for wider dissemination,
and must beprdfoutewdrbee For exampl e:

a) blacking out the eyes on a face is insufficient

b) skin marking (e.g. tattoos) or jewellery (e.g. rings) may be distinctive

c) an individual 6s voice may be distinctive (audio or v
d) iris recognition technology may preclude the use of images of a compl ete iris in material for

wider dissemination
1 Accompanying case histories must equally protect the personal identity of patients. Anonymisation
should follow the  e-Learning for Healthcare : Consent for use of clinical information (see Section
2).

1 Ifthere is any doubt about the completeness of anonymisation, the image must have consent for
use.

1 If there is any potential for wider family members to be identified from a consented image, the
image must be categorised for restricted access only.

Withdrawal of consent

When consent is taken, the patient (or patientds represe
their unique identifier number and full contact details for e -LfH. Should the patient later wish to

withdraw consent, they will notify e -LfH and provide the unique identifier number. e -LfH will withdraw

the image from the asset library and from any e -learning material in which it has been used. The

patient will receive confirmation that all relevant images have been withdrawn. The circumstances of

the withdrawal will also be notified to the e-learning Content Advisory Group.

Confidentiality: e -learning Content Advisory Group >

In majority of cases, the anonymisation and categorisation of images can be addressed by following
the general principle s covered in this policy. However, there will be occasions when an author may
wish to seek further advice or the opinion of others on the suitability of material before it is used.

Images can be referred to the e-learning Content Advisory Group for an op inion. The Advisory Group
will also collate information on any case where a patient believes that their confidentiality has been
breached as a result of material used in the e -learning projects.

® Constitution and Terms of Reference at Appendix 2
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SECTION 2: Consent for use of clinical information

Scope

This section covers the use in online teaching material of the narrative elements of clinical medicine
from a case history and the findings drawn from clinical examinations. It excludes the use of images,
results and investigations as these are covered in section 1 of this document.

Context and principles

Patients have a right to confidentiality and this includes the use of their clinical information in
teaching material.

Written, informed (explicit) consent from the patient is required if their clinical information is used in
teaching in a form that would allow someone to identify the patient.

In occasional cases, even with an apparently anonymous case, a patient may be identified when
details of their case history are linked to other material. Since su ch cases are difficult to predict, all
authors must have a low threshold for seeking consent where full anonymity cannot be guaranteed.

Self -identification by the patient is not a breach of their confidentiality.

Ensuring anonymisation

What is anonymisat ion in the context of clinical information?
Anonymisation involves the removal or alteration of all the information that might allow a patient to
be identified from their c¢clinical i nformati on. Whil e tF

address and date of birth, other information such as their employment, ages of other family members
or exact dates of hospital admission might also need to be removed or changed.

A disclosive case is one which is anonymous but contains information that when combi ned with

other commonly known or publicly available information allows the identity of an individual to be

made with a high degree of certainty. Exampl es of discl
from Dibleyd or AJH was ajof roadtadcident or tbel ALdoowi2n g "a@ amaiary 200 6 ¢

In both these examples, other information could be found in the public domain that would allow the
patient to be identified by name. This type of case is not considered to be anonymous for the
purposes o fthe e -LfH programme.

Confidentiality: e -learning Content Advisory Group

In majority of cases, the confidentiality of case material can be addressed by following the general

principles covered in this policy. However, there will be occasions when an aut hor may wish to seek
further advice or the opinion of others on the suitability of material before it is used. Cases can be

referred to the  e-learning Content Advisory Group for an opinion. The Advisory Group will also collate
information on any case whe re a patient believes that their confidentiality has been breached as a

result of material used in the e -learning projects.

Guidance

In most cases, teaching material can be created in a fully anonymised form T and it is advisable

whenever possible to cre  ate cases that are essentially fictitious.

In cases of rare clinical conditions, or where the nuances or a complex series of clinical events make
this difficult or impossible, informed consent from the patient must be obtained.
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Hereditary and geneticd  iseases create specific issues that need to be considered. Full informed

consent from the index case to put all their clinical information in the public domain could breach the
confidentiality of another relative. An obvious example is one where the case involves one sibling of
identical twins. All authors need to be aware of this possibility and ensure that the confidentiality or

permission of both the index case and any relatives is addressed. In cases of doubt, the case should

be referred to the  e-learning Content Advisory Group for an opinion.

Process
Cases submitted to e  -LfH for use in teaching can fall into one of four categories. These have been
numbered from 9 T 12 to avoid confusion with the categorisation of images and data in Section 1 of

this policy document:

Category 9: anonymous and entirely fictitious T not based on an individual or fewer than five
patients 6 (curren t patients or archive material)

Category 10: anonymous but based upon fewer than five patients (current patients or archive
material), but with any details altered sufficiently to ensure anonymity
Category 11: identifiable with informed patient consent to use the case for teaching

(Consent form 5, Consent type A)

Category 12: identifiable with informed patient consent to us e for teaching but where it may
be possible to infer clinical information about another relative of the patient
(Consent form 5, Consent type A and additional consent section)

All authors need to provide a signed undertaking for each case they submit iden tifying into which
category the case falls (see Declaration within Appendix 1). For cases in Category 10, it is not

necessary to have informed consent from each patient but authors must keep a record of the

identities of the patients used as sources for t he case so that any questions that may arise in the
future can be addressed.

Peer review
Before the clinical case enters the database, it must be subject to peer -review by a second clinician,
applying 6clinical judgement wi tddguagymfeadonyimisatiennt 6, t 0 as s es

Withdrawal of consent

When consent is taken, the patient (or patientds represe
their unique identifier number and full contact details for e -LfH. Should the patient later wish to

wi thdraw consent, they will notify e -LfH and provide the unique identifier number. e -LfH will withdraw

the clinical case from the asset library and from any e-learning material in which it has been used.

The patient will receive confirmation that all informa tion has been withdrawn. The incident will also be

notified to the  e-learning Content Advisory Group.

®five has been selected as the-affiti based upon the statistical disclosure rules for personal identification in anonymous data
used by the UK Statistics Authority (formerly ONS).
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APPENDIX 1:

Consent Form 1

Consent Form 2

Consent Form 3

Consent Form 4

Consent Form 5

Declaration

Consent Forms and Declaration

Use of anonymised images for healthcare education and
assessment (Consent type A only or Consent type A plus B)

Use of potentially identifiable images for healthcare education
and assessment

Use of identifiable images for healthcare education and
assessment

Use of images of premises, staff and bys tanders

Use of clinical information in a clinical case for healthcare
education and assessment

Contributing Authorodés decl arat.i
information in e -learning material

on

10

(
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Consent form 1

Consent form ] e-Learn&f‘or Heﬂe

[Consent for use of anonymised images for healthcare education and assessment ]

Department of Health e-Learning for Healthcare
Informed patient consent to use of ANONYMISED images

Images of medical conditions play a key role in the education and assessment of healthcare staff. In addition,
they are valuable when creating educational material for the public. The Department of Health has established
e-Learning for Healthcare, to develop and deliver aspects of healthcare education through electronic media such
as computers. We need many pictures of real medical problems to develop high-quality educational content. You
have the opportunity to help in this process.

Whether you give consent, or the type of consent you give, will not affect your treatment in any way.

All pictures are anonymised, with the intention that you cannot be recognised by others. Once all identifying
personal details have been removed, the pictures are then stored in a secure limited-access library. Sometimes
medical details are attached to pictures to help in teaching. The medical details used in this way will also not
allow you to be identified. Once stored in the library, the pictures may then be used in two ways, depending on
the permission you give.

A. Restricted Educational Use:

ing, and this

« The images may be used to hela
: es will be used

K.

Ste teachi ial @Ithcare tra
W& arning e

are within the Dlic domain, there is no opportunity for the effective withdrawal of consent.

If you change your mind in the future, you can withdraw your consent by contacting e-LfH and quoting your
unique identifier number.

If you do not fully understand any part of the form, please ask.

Thank you for your help.

[ Qm Department Department of Health in partnership with Professional Bodies and the NHS m ]

of Health
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[Im‘ormed patient consent to use of ANONYMISED images J

Patient NHS Number Unique Identifier Number

To be filled out by patient (or patient’s representative as defined in GMC guidelines: see appendix 4 of e-LfH consent policy)

I have read and understood the above information and give my permission for anonymised images of

my [ ] to be used as set out below:

Consent type A: Restricted Educational Use
| understand the images may be used in anonymised form for the education and assessment of healthcare staff, via a
restricted-access website. | agree that the images may be shown to appropriate professional staff. To this, | give my consent.

owe ()01 (1)) CJCLICICL)

Name of patient (block capitals) [ J

Signature [

Name of signatory (if different)

S

In addition, if you agree to your images

Consent type B: Open A

| understand the jgfages may be n mi r publication, a display or information leaflet or an
open-access web $ite, which may n ers of the ublic, as well as healthcare professionals. To this, |

J o OO OO OO0
)

Name of signatory (if different) )

Signature

Name of patient (block capitals)

Y

Patient’s representative

Requester
| confirm that | have discussed the proposed use of these images with the signatory above for education and assessment of
healthcare staff, and for education of the general public.

e )

Jaob title/Dept [ J

Signature ‘ } Date DD OD GOOO

If the signatory is patient’s representative, (ie not the patient) give reason and state relationship to patient

[ )

Please file the completed form in the patient care record

12



e-LfH Image Us e and Consent Policy

Consent

form 2

/_
Consent fo é- L
e-| Learnmg for Healthcare

[Consent form for use of potentially identifiable images for healthcare education and assessment ]

Department of Health e-Learning for Healthcare
Informed patient consent to use of POTENTIALLY IDENTIFIABLE images

Images of medical conditions play a key role in the education and assessment of healthcare staff. In addition,
they are valuable when creating educational material for the public. The Department of Health has established
e-Learning for Healthcare, to develop and deliver aspects of healthcare education through electronic media such
as computers. We need many pictures of real medical problems to develop high-quality educational content. You
have the opportunity to help in this process.

Whether you give consent or not will not affect your treatment in any way.

Whilst we make every effort to remove any details that might enable others to identify you, the anonymisation
process for these images may not fully protect your identity and so we need your express consent to use them.

Pictures are stored in a secure limited-access library. The pictures may be used to help create teaching material for
healthcare training, and this material is always held on a secure limited-access website. These e-learning courses
will be used for healthcare education both within and outside the UK.

Sometimes medical details are attached to pictures to help.d ing. Eve rt will be m§de to ensure that

the medical details used in this way will not 3 y
If you change your mings ef onse conta

H and quoting your

Thank you for your help.

DH ) Department Department of Health in partnership with Professional Bodies and the NHS
[ kwoiHea/th m




e-LfH Image Us e and Consent Policy

[Informed patient consent to use of POTENTIALLY IDENTIFIABLE images J

Patient NHS Number Unique Identifier Number

To be filled out by patient (or patient’s representative as defined in GMC guidelines: see appendix 4 of the e-LfH consent policy)

| have read and understood the above information and give my permission for images of my
{ ] to be used as set out below:

Restricted Educational Use

| understand the images may be used for the education and assessment of healthcare staff, via a restricted-
access website. | understand that | may be identifiable in the images. | agree that the images may be shown to
appropriate professional staff. To this, | give my consent.

oxe D0 OO OO0

Name of patient (block capitals) [

Name of signatory (if different)

Requester
ucation and assessment of healthcare staff

Name ( " ]

\

A
Job title/Dept [ |

A

Signature ‘ ‘ Date OO OD DODO

If signatory is patient’s representative, not patient, give reason and state relationship to patient

[ J

Note

Before submitting the image to e-LfH, if you believe the clinical information in the image could be potentially
identifiable, the image must be subject to peer-review by a second clinician, applying ‘clinical judgement with
good intent; to assess the adequacy of anonymisation

Please file the completed form in the patient care record

14



e-LfH Image Us e and Consent Policy

Consent form 3

Consent form 3 LI;HI:I

[Consent form for use of identifiable images for healthcare education and assessment j

Department of Health e-Learning for Healthcare
Informed patient consent to use of IDENTIFIABLE images

Images of medical conditions play a key role in the education and assessment of healthcare staff. In addition,
they are valuable when creating educational material for the public. The Department of Health has established
e-Learning for Healthcare, to develop and deliver aspects of healthcare education through electronic media such
as computers. We need many pictures of real medical problems to develop high-quality educational content. You
have the opportunity to help in this process.

Whether you give consent or not will not affect your treatment in any way.

You may be identifiable from your image, or the medical details attached to the picture to help in teaching, so we
need your express consent to use them.

Pictures are stored in a secure limited-access library. The pictures may be used to help create teaching material for
healthcare training, and this material is always held on a secure limited-access website. These e-learning courses
will be used for healthcare education both within and outside the UK.

If you change your mind in the future, you can withdrays i and quoting your
unique identifier number.

If you do not fully unde

of Health

[ QH Department Department of Health in partnership with Professional Bodies and the NHS m ]
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